IMpodniakTuka npecTynjieHnii, COBepuIaeMbIX ¢ HCI0JIb30BAHUEM
UH(GOPMAIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHIA.

Pa3BuTue CcOBpeMEHHOro OOIIeCTBa, OCHOBAHHOIO Ha HCIOJIb30BAHUU
OTPOMHOI'0 MaccHBa Pa3HOOOpPa3HOM HMH(POpPMALMK, HEMBICIMMO 0€3 HIMPOKOIro
BHEJIPEHUSI KOMITBIOTEPHON TEXHUKH.

OHa cinyXuT sl XpaHeHHusl U1 00paboTKU MH(OpMaIUK, UCIIOJIb3YETCs Kak
CPEACTBO CBS3M U KOMMYHHKALIH.

3a mocnegHue 4 roma TIPOU3ONIEN PE3KUM POCT MPECTYILUICHU,
COBEPIIEHHBIX C IPUMEHEHUEM UH(OPMAIIMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJOTUN WU B cepe KOMIBbIOTepHON MHpopmanuu — Oosee, yeM B 6 pas.
bonee mNONOBMHBI MPECTYIUIEHWHA COBEPIIEHO C  HCMHOJb30BAaHUEM  CETH
«HTEepHEeT», 3HAUUTETHbHOE KOJIUYECTBO — C MPUMEHEHUEM CPEJICTB MOOMIIBLHOM
CBSI3M, pACUETHBIX (TJIACTUKOBBIX) KapT.

K conmansabiM npuunHam pocta npectynHocTt B chepe UKT otHocures:

- BceoOI1asi KOMIBIOTEPU3aLIUs, KOTOpasi CO3/1aeT HEOOXOAUMYIO Cpeay JUIs
NEATEIbHOCTH KOMIIBIOTEPHBIX MTPECTYITHUKOB;

- MPOTUBOPEYUS] MEXIY MOTPEOHOCTSAMM HACEJICHHUS] U BO3MOMXHOCTBIO UX
yIIOBJIETBOPEHHUS JIETAIBHBIMU CIIOCOOAMHU B CHITY HU3KOTO YPOBHSI JKU3HMU;

- JIETKOMBICIICHHOE OTHOIIEHUE POCCHMCKOTO 00IIecTBa K KOMITbIOTEPHOM
IIPECTYIIHOCTH;

- TOBEpYMBOCTb IpayKAaH MPU OHJIANH-TIOKYIIKE TOBApOB U ycIyr (orjara J10
UX IOJIyY€HHUsl, OCOOCHHO 4Yepe3 MHTEPHET-KOLIENEK, a HE Yepe3 pacueTHBIM cueT
0aHka, MOMOIIb MO OOBSBIECHUSAM OT OJArOTBOPUTENBHBIX OpraHU3alMil uyepes
calThI-1y0JIepbl CO CTOPOHHUMU PEKBU3UTAMU JAJIsl IEPEUUCIICHUS JEHET).

[Ipodunaktrika 0COOEHHO BakHA B OTHOIIEHWHU HECOBEPIIEHHOJIETHUX
nonb3oBatenen cetu «MHTepHET». YUuThIBas, YTO 3HAYUTEIBHYIO TPYIILY JIML,
COBEPIIAOIIUX MNPECTYIUIEHUS B C€TU VIHTEpHET, COCTABIIAIOT paHEe HE CyIUMBIE
yyaliuecs, B TOM YHUCJIE€ U HECOBEPLICHHOJETHHUE, C LEIbI0 MPOQPUIAKTUYECKOTO
BO3/1€MCTBHS HA HUX HEOOXOAMMO MPOBOAUTH NPOPUIAKTHUECKHE MEPOIPUATHUS B
IIKOJIaX, BBICIINX YYeOHBIX 3aBEICHUAX, MyOIMKOBATH CTAThH HA Ty TEMY.

AHanu3 TaHHBIX YTOJIOBHO-TIPABOBOW CTATUCTUKHU CBUAETEIBCTBYET O POCTE
Yyyucia TaKUX MPECTYIHBIX TEeSTHUM.

Tax, 3a 2020 rox Ha Teppuropur MypMaHCKO# 00J1aCTH C UCTIOJIL30BAaHUEM
WH(OPMAITMOHHO-TEJICKOMMYHHKAITMOHHBIX TEXHOJIOTHI coBepiieHo Ooiyee 4200
npecTyrieHui, uro Ha 75% Oombmie, yem B 2019 romy. U3 mmx 2189 — st0
MOIIEHHUYECTBA, COBEPIICHHBIE, B TOM YHUCJIE C HUCMIOJIb30BAaHUEM 3JIEKTPOHHBIX
CPEIICTB IJIaTeXa U B chepe KOMMBIOTEPHOU HH(POpMAITUH.

Tonbko 3a STHBapb TEKYLIErO roja KepTBAMH JIEUCTBYIOIIUX TUCTAHIIMOHHO
3JIOYMBIIIJIEHHUKOB cTanu 308 kuTenen peruoxa.

K naumbonee TunmmyHbIM crnoco0aM COBEpIIECHHUS] MPECTYIUICHUH C
MCIOJIb30BaHUEM MH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUNA MOKHO
OTHECTHU CJEAYIOLIHUE.



3I0YMBIIJICHHUKA 3BOHST TpakJaHaMm, TMPEJICTABISISICh COTPYIHUKAMU
0aHKOB, Ha3bIBasi UX MO UMEHU, OTYECTBY, MPOCAT COOOIIUTH JaHHbIE OAHKOBCKUX
kapt (Homep, CVC(CVV), PIN-koapl u T.1.) Ui OPEAOTBPAIICHUS SKOOBI
HECAHKIIMOHUPOBAHHOTO CHHMCAHUSA [JIEHEXKHBIX CPEICTB JIUOO OQOpMIICHHS
kpenurta. Mcronb3ys AT CBEIEHMsI, MOJY4YarOT YIAAJICHHBIH JTOCTYN K JIMYHOMY
KaOMHETY KJIMEHTa 0aHKa W MEPEeBOAT JEeHbIu 0e3 Begoma cobcTBeHHuKa. [Ipu
ATOM, TPECTYMHUKH MOTYT HCIOJb30BaTh MPOrPaMMbl TOJAMEHBI TeIe(POHHBIX
HOMEPOB, B CBSI3M C YEM HOMEpP BXOJISIIETO 3BOHKA OINpeesseTcs Y KIHNeHTa KaK
HOMep OaHKa. 3a4acTyio0 BBEJEHHBIE B 3a0JIy)KJE€HUE Tpa)XKJAaHe CaMH MEPEBOMST
JIEHEKHbIE CPE/ICTBA HA CUeTa, YKa3aHHbIE MOIIEHHUKAMU.

PacnpoctpaneHbl XWIlEHHS C KMCMOJb30BAaHUEM IMPECTYMHUKAMU CepBHUCA
«Avitoy. BBoas rpakgaHuHa B 3a0J1yXJI€HHE OTHOCHUTEIBHO CBOETO HAMEPCHHS
npuoOpecTd WM MNpojaTh TOBap, B XoAe Tele(OHHBIX Pa3roBOPOB
3JIOYMBINIJICHHUKUA Y3HAIOT PEKBU3UTHI OAHKOBCKOM KapThl MOTEPIICBIIETO, MPHU
MOMOIIM KOTOPBIX CIHUCHIBAIOT JICHEXKHBIC CPEJCTBAa CO cuera. B psjge ciaydaes
npearaeTcs IepenTy Mo CChUIKaM JJIsl IEPeBO/Ia IEHEKHBIX CPEJICTB, MOCIE YETOo
«IPOJIABEI» HE MPEIOCTABIISACT OIJIAYEHHBINA TOBAP M HE BHIXOJIUT HA CBS3b.

Kpome »srToro, mnpecTymHMKHM MaccoBO pacchuialoT  SMS-cooluieHus
cienyroniero coxaepxanusi: «Bama kapra 3abnoxupoBana. [[ns pa30I0KupoBKH
HEOOXOAMMO TMO3BOHUTH 1O HOMEPY...». BOJBIIMHCTBO TrpaxaaH, BMECTO TOTO,
9YTOOBI Cpa3y OOpaTUTHCS B CBOM OaHK /I MPOBEPKU MOCTYNUBIIEH HHPOpMAIUH,
NEepe3BaHUBAIOT MO YKa3aHHOMY B SMS-coo01ieHnn HoMepy U B XOJle pa3roBopa
NEepealoT 3J0YMBIIUIEHHUKaM HHQOpMalHio O OaHKOBCKHUX DPEKBHU3UTAaX, MOCIE
Yero OCYHIIECTBIISIETCS HE3aKOHHOE CIIMCAaHHUE [EHEXHBIX CPEICTB. 3a4acTylo
rpaKJaHe caMU TEPEeBOMST JICHEKHBbIE CPEJICTBA HA YKa3aHHBIE MPECTYIMHUKAMH
(GallMIIEHHBIE» cueTa AKOObI i HMX COXpaHeHHs. (DaKTUYECKU EHEXKHBIC
CpelCTBa BBHIOBIBAIOT M3 3aKOHHOTO BIAJCHUS, U COOCTBEHHHK HE MMEET K HHUM
J0CTyTIA.

XUIIEHUs! JIEHEeKHBIX CPEJCTB Yy TPaKIaH COBEPIIAIOTCS TaKXe MyTeM
HanpaBieHuss SMS-cooOmieHuit 0 BBIUTPHINIE, JUIsI  TOJYyYEHHUS KOTOPOTO
HE0OXO0IMMO TIEPEBECTH JICHEIKHBIE CPEJICTBA HA YKA3aHHBI A0OHEHTCKUN HOMED.

Pacripoctpanenbr  QakThl, KOrjga  MPECTYNMHUKH  MPECTaBISIOTCS
POACTBEHHUKAMHU JIMOO 3HAKOMBIMU MOTEPIIEBIINX, PACCKA3bIBAIOT, YTO MOMAIH B
Oeceny (cTaqy BUHOBHUKOM JIOPOXKHO-TPAHCTIOPTHOTO TTPOUCIIECTBUSA, 3aACPIKAHBI
COTPYIHUKAMU TIOJHINH, CPOYHO TPEOYIOTCS MEHbIHM Ha OMNEpaluio W T.00.) |
MPOCST MPEAOCTABUTh UM JICHE)KHBIE CPEJICTBA.

37MOyMBITIUICHHUKN ~ B3JIAMBIBAIOT  JJIEKTPOHHYIO TIOYTY, AaKKAyHTHI B
COI[MATIBHBIX CETSIX, MOCIE YEro OT UMEHH MOJIb30BaTENsl PACChUIAIOT pakIaHaM,
CBEJICHHSI O KOTOPBIX HMMEIOTCA B KOHTAKTaX JIaHHOTO JIMIA, MPOCHObI O 3aiiMe
JIEHEKHBIX CPEJICTB. B pe3ynbpTare JeHbIv MOCTYNAIOT Ha CYET MOILICHHUKA.

UtoObl HE cTaThb JKEPTBOM MPECTYMHUKOB, HEOOXOAUMO CJEeI0BaTh
ONpeIeICHHBIM MPAaBUIIAM:

1. Ecnu mostyyeH 3BOHOK WJIM COOOILEHHE B COIMAIBLHOM CETH C MPOCKOOil 0
CPOYHOM JEHEXKHON MOMOIIM JJIsi 3HAKOMOTO WJIM POJCTBEHHHKA, HE CTOUT



MpPUHUMATh pelieHue cpasy. Heo6xoaumMo mpoBepuTh MOAYyUYEHHYI0 HHPOpPMALKIO,
CBSI3aBIIIKHCH CO CBOMMU POJIHBIMHU M 3HAKOMBIMHU.

2. Hukorma u HUKOMY He cooOmaiTe TpEX3HAYHBIM KOJ Ha OOpaTHOM
ctopone Bamieit 6ankoBckoit kaptel (CVV), 310 Kitoy k Bammm genbram.

3. Henb3s cooOuaTh HUKOMY JIMYHBIE CBEACHMS, TaHHbIE OAHKOBCKUX KapT
n CMC-nmaponu, KOTopble MOTYT OBITh MCIOJIb30BAHbI 3JI0YMBIIIJIEHHUKAMH JIJIs1
HENPABOMEPHBIX JECUCTBUM.

4. Ecmu mno Ttenepony Bac mnpocar HaOparb komOuHauuio 1mudp B
OaHkoMare, MpeKpaTuTe pa3roBop. Hwukorga He BHIONHANTE JOEUCTBUSA C
0aHKOMAaTOM «I10JI TUKTOBKY» APYTrOro 4eiaoBeKa.

Heo6xoauMo MNOMHUTH, YTO 3JIOYMBIIUICHHUKH MOTYT TIPEACTaBUTHCS
COTpYIHUKAMHU OaHka, IPABOOXPAHUTEITHLHOTO oprasa, YUpEeKICHUS
3paBOOXpaHeHuss U oOpamaThcss K Bam mo umenu u oruectBy. OJIHAKO TOJIBKO
MOIIIEHHUKH OYyIyT MPOCUTH COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl, CMC-
napoisib (kox), CVV-kon Bameir kaptel. B kaxxqom Takom ciaydae HEOOXOIUMO
3aBEPIIUTH PA3roBOpP.

CotpyaHuku 0aHKa TaKKe HE MpeIararor:

- YCTaHOBUTH NPOrpaMMbl  YIAJICHHOTO JIOCTyna (WM CTOPOHHHE
NPUJIOKEHHSI) HA MOOWJIBHOE YCTPONCTBO M Pa3pelinTh MOJKIIOUEHUE K HUM O]
NPEJIOTOM TEXHUYECKON TOJJCPKKH (Hampumep, Mg yAaleHUus BHUPYCOB C
MOOMIIEHOTO YCTPOMCTBA);

- IEPEBECTH JACHEKHBIE CPEJICTBA HA «3ALIUIIECHHBIN CUETY;

- BKJIIOUUTH Tepeajipecaliiio Ha TenepoHe KIWEHTa [JIsi COBEpIICHHUS B
JanbHEHIlIeM 3BOHKA OT €ro UMEHH B OaHK.

Ecnmu Bbl cranm >kepTBOM NpecTyNHHKA, HEOOXOAMMO He3aMeIUTENIbHO
0o0paTUTBCS B OpraHbl BHYTPEHHHUX JIeNl C COOTBETCTBYIOIIUM 3asiBICHUEM JIMYHO
1160 103BOHUTH 10 TesedoHaM 102 wim 112. B 3asBaennn cieayeT MaKCUMalIbHO
OJAPOOHO paccKa3aTh O BCEX OOCTOSTEILCTBAX COOBITHS. TaKkxke cleayeT MPUHATH
MEphI K OJIOKUPOBKE OAHKOBCKOM KapThI.
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